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| IDES PROCESS OVERVIEW |
IDES Enrollment Site Access to IDES

Obtain Create Validate Receive Prepare & Send
Digital Account Approved Enroliment Upload Package
Certificate GIIN & Approval Files To IRS
Digital
Use Enroliment Certificate Receive Email Compress & Receive

IRS Approved Tool and Validate Instructions Encrypt System
Certificate Create User e or SETP Link FATCA Alerts &

- . Authorization i
Authority Profile to IDES Data Notifications

fppt.com



Certificate Authority

Type of Certificate

s A a5l —

External Website Links

IIlligiit:ert@I SSL Plus'™ https /fSwww _digicert. comfwelcome/ssl-plus_htm
(Single Name)
Entru5t® Standard SSL http /www entrust net/ssl-certificates/standard _htm

GlobaISign@}

Organization SSL

https:/fwww globalsign.comdssl/organization-ssi/

IdenTrust TrustlD Server (SSL) http /www identrust. comdirs/fatca/index_htmil
Organization non SSL http/Mwww. identrust. comdirs/Tatca/index_htmil
Sta rtCom® StartSSL'M Evw https:/fwww _ startssl.com/?app=30

Svyvmantec™erisign

Secure Site SSL

hittp//fweew _symantec. comissl-certificates/secure-—

site/?inid=vrsn_svyvmec ssl S5

Thawte®

SSL Web Server

hittp/fwewww thawte com/ssliweb-server-ssil-

certificates/index_html
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INTERNATIONAL SATAEXCHAHGE SERVICE
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IDES Gatoway

International Data Exchange Service (IDES) - Log In

Loeg in to your account here. Log In ...

Once logged ing, you can do the following:

® Downlosd the WELS IDES Emrollment

® Update Your Porsons

Fie
LEsze Allcet Profoscrsces

& Spdete Yous Passvword

Lewrn More ...

w  REQUIRED FIELDS Related Items

#* FATCA Infermatien

o L |
Username # | | DT Lises

Intsrmatienal Dhat=
>
Exchamrge lnfeomation
Password = | | Formed Password? Fhagulatitay st Oty
Gruidancs

| _|| Remember me?

Log In

Aboul TDES Legal Dizclosurs Site Moo
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INTER WATITMAL BATA EXCHANGE SERVICE

o o tmer Koo | spport| 5 o e | e sovonment vertogm ]

International Data Exchange Service (IDES) IDES Gateway
Enfer the search criteria based on your institution type (FI or HCTAK 5 s

Reminder: The first username that is enrclled on the [DES system will be the Administrator.

= Sirgle Rolated tems

& | cad of an Bpanded Afhlcied Group

= Member {not Lead) of an Sxpanded AMiated Group - ATCR Mformtion

® Sponconng Entiby - rternational Deta
[nstitution Tﬁ'l"’" Ewchange Information

i L R Regulation and Crns
F1 E“ HCTA Wl EhiisT »

Guidance

#* REQUIRED FIELDS

HCTA Usarname &

The Internal Revenuws Service has notfied you of your Username.
Plagss vist Forsign Accownd Tax Complisncs Bct (FATLA) ke for mess anformasbon

Meact

About IVES. Legal Fisclosure Siba Map
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Obtain a digital certificate from an approved
Certificate Authority (CA). See_Section 3,
Obtaining a Digital Certificate

Mot applicable

Prepare and validate the FATCA XML file

FATCAENtitySenderld_Payload.xml

1
Digitally sign the file
2 Compress the FATCA XML file with compatible FATCAENtitySenderld_Payload.zip
zip utility
3 Encrypt the FATCA XML file with AES-256 key FATCAENtitySenderld_Payload
a Encrypt AES key with public key of each recipient FATCAENtityReceiverld_Key
For Model 1, Option 2 (only). Encrypt AES key HCTAFATCAENtityld_Key
with public key of HCTA
5 Create sender metadata FATCAENtitySenderld_Metadata.xml
6 Create the transmission file UTC_FATCAENtitySenderld.zip
7 Transmit the data packet to IDES and receive N/A

delivery confirmation
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